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Security as Business Service

Security is not about keeping people out

Security Enhances Service

The biggest security exposure is metadata
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Security is not a Locked Door

Far easier to never cut a door than to lock it

Security is providing the right services to the 
right person at the right time

Security is:

• Situation Aware

• Identity Aware

• Role Aware
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Security as a Service

• Security enables enterprise to offer more 
services

– Not just security services

• New Services means new sources of 
Revenue

• New Services mean harvesting more value 
from existing procedures, technologies, and 
information
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Security Creates New Risks

• Pervasive Security is Information Intensive

• Cross-linkable data creates Metadata

• Metadata must be secured

– How people move through (site, facility, …)

– What People Do on Site

– Patterns of Use

• Google and Microsoft

– Liability for Privacy Information
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Models for Identity and Privacy

• Traditional Model

• Liberty Alliance Model

– Delegation of Authority

– French Implementation (Central Authority)

– Austrian Implementation (Federated Authority)

– Applications to daily business in US

• Look to models for security that will not 
increase liability

– Appearing on the front page of the times is bad 
for long term profits
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Third Party Energy Managers

• Discoverable interfaces 
to home systems

• Configurable as Home 
Owner has guests / 
gets ill / whatever

• Share information with 
3rd party for Analytics 

• Share information with 
3rd party maintenance

• Delegateable rights

• Deep knowledge of 
personal behavior

• Security Risk created 
for Homeowner

• Liability for damages 
incurred by 
homeowner

• Fiduciary Responsibility 
to purge ex-customers
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So you know about your customers…
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Summary

• Security lets more people get to information

• Security means new sources of value

• Security means responsibility for Privacy

• Questions?
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